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Abstract

This thesis addresses the portability challenges of kernel-level tracing in diverse Android de-
vices, emphasising behavioural reconstruction via the SliceDroid approach. Kernel-level trac-
ing is crucial for security, performance, and application analysis but is impeded by Android
fragmentation, vendor customisations, and kernel restrictions. The research evaluates trac-
ing tools like ftrace and kprobes, identifies device-specific limitations, and proposes solutions
to improve SliceDroid ’s portability. Additionally, the study expands the tracing mechanism
to cover regular files and databases, enhancing behaviour monitoring and security analy-
sis. Practical contributions include an improved tracing setup, streamlined device-specific
configurations, and a robust, plug-and-play tool for comprehensive behavioural profiling in
Android systems.

Η παρούσα πτυχιακή εργασία εξετάζει τις προκλήσεις στη φορητότητα του tracing σε επίπεδο
πυρήνα (kernel-level tracing) σε διάφορες συσκευές Android,με έμφαση στην ανακατασκευή
συμπεριφορών μέσω της προσέγγισης SliceDroid . Το tracing σε επίπεδο πυρήνα είναι απαραίτητο
για την ανάλυση ασφάλειας, απόδοσης και εφαρμογών, ωστόσο η υλοποίησή του παρεμποδίζε-

ται λόγω του κατακερματισμού του Android, των τροποποιήσεων των κατασκευαστών και των
περιορισμών στον πυρήνα. Η έρευνα αξιολογεί εργαλεία tracing όπως τα ftrace και kprobes ,
εντοπίζει περιορισμούς συγκεκριμένων συσκευών και προτείνει λύσεις για τη βελτίωση της

φορητότητας του SliceDroid . Επιπλέον, η μελέτη επεκτείνει τον μηχανισμό tracing ώστε να
καλύπτει και κανονικά αρχεία καθώς και βάσεις δεδομένων, ενισχύοντας την παρακολούθηση

συμπεριφοράς και την ανάλυση ασφάλειας. Οι πρακτικές συνεισφορές περιλαμβάνουν βελτι-

ωμένη διαδικασία εγκατάστασης tracing , απλοποιημένη ρύθμιση ανά συσκευή, καθώς και ένα
εύχρηστο και αξιόπιστο εργαλείο για ολοκληρωμένη ανάλυση συμπεριφοράς σε συσκευές An-
droid.
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Chapter 1

Introduction

Android is the most widely adopted operating system globally for end-user devices, under-
pinning billions of smartphones and tablets [1]. The pervasive nature of Android makes
the enhancement of system observability increasingly critical, especially concerning security,
performance optimisation, and application analysis.

At its core, the Android kernel is derived from the upstream Linux Long Term Supported
(LTS) kernel [2]. This heritage enables Android to leverage mature and powerful kernel
tracing mechanisms from Linux, such as ftrace [3], kprobes [4], and the Linux Trace Toolkit
Next Generation (LTTng) [5]. Kernel-level tracing is particularly valuable as it provides
essential capabilities for detecting malware [6], analysing over privileged applications [7],
optimising system performance [8, 9], and facilitating reverse engineering [10]. However,
deploying these tracing techniques faces significant challenges due to dependencies on device-
specific kernel characteristics.

In parallel, Android’s widespread adoption has made the platform a target for increasingly
sophisticated attacks. Prior studies have shown the relevance of supply chain attacks [11, 12],
privacy breaches [13] or malicious repackaged apps in third-party app marketplaces [14]. To
address these threats in the wild, dynamic analysis can be instrumented.

Given Android’s ubiquity and diverse threat surface, leveraging kernel-level observabil-
ity has become essential. Dynamic analysis frameworks increasingly harvest kernel traces,
for example, syscall logs or eBPF events to capture the raw evidence of an app’s runtime
behaviour [15, 16, 17]. Lifting these low-level events into concise, semantically rich actions
enables security monitors to surface malicious logic even when traditional static inspection
fails, providing an out-of-the-box defences.

One of the analysis techniques that use kernel level tracing is behavioural reconstruction.
Android behavioural reconstruction refers to the process of analysing and recreating the
actions and interactions of an Android application or system. This is not by any means
trivial, as there is a semantic gap between low-level system-call invocations and high-level
Android-specific behaviour [18].

We focus on the SliceDroid’s reconstruction approach because of its simplicity, low over-
head, and extensibility make it a strong candidate for cross-device portability [19]. SliceDroid
reconstructs process behaviours from Linux kernel traces by capturing I/O events and map-
ping them to high-level behaviours using device node mappings and kernel instrumentation
technologies like kprobes. However, the practical deployment of SliceDroid across different
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Android devices is hindered by device-specific variability, such as restricted access to the
kernel symbol table (/proc/kallsyms).

To mitigate these issues, this research empirically examines tracing behaviours across
multiple Android devices, identifies key limitations affecting portability, and describes the
applied solutions to address these challenges. Major contributions include empirical insights
into kernel-level tracing portability and practical solutions that enhance SliceDroid’s appli-
cability and resilience.

Historically, Android provided a standardised tracing approach through the systrace tool.
However, recent Android versions have transitioned to Perfetto, Google’s official tracing
framework tailored primarily for performance diagnostics. Perfetto integrates tightly with
Android’s platform architecture and supports devices adhering to the Generic Kernel Im-
age (GKI) standard, enhancing portability. Despite these improvements, Perfetto remains
primarily focused on system and application performance monitoring rather than security-
focused or arbitrary kernel-level tracing. Both tools use ftrace under the hood, as systrace
is built on top of ftrace [20] and perfetto integrates closely with it too [21].

In contrast, tracing mechanisms such as kprobes offer the ability to monitor almost any
kernel function dynamically, making them particularly suitable for fine-grained behavioural
profiling and security analysis. However, their portability across Android devices is limited
by extensive kernel-level variability, commonly known as Android fragmentation. Prior to
GKI, vendor-specific customisation could constitute up to 50% of the Android kernel code-
base [22], leading to significant disparities in kernel configuration, symbol availability, and
overall behaviour.

Even after the adoption of the GKI standard, significant inconsistencies persist. Varia-
tions in SELinux policies, symbol table visibility, kernel configuration options, and tracepoint
availability across manufacturers continue to challenge the creation of universal kernel-level
tracing solutions.

Addressing these will facilitate streamlined malware detection, accelerate robust moni-
toring deployment, and enhance security tooling throughout the Android ecosystem. The
preceding discussion highlights unresolved gaps in portability and observability. These gaps
motivate two research questions.

Research Question (RQ-1)

How can we design a device-agnostic kernel-tracing and behaviour-reconstruction
pipeline that works across diverse Android devices, enabling consistent profiling of
high-level behaviours?

Research Question (RQ-2)

How can we trace kernel-visible behaviours together with regular file accesses and net-
work traffic to support comparative security and privacy analysis of Android apps?

Together, RQ-1 tackles the challenge of portable observation, while RQ-2 focuses on
converting that observation into actionable traces for comparative security and privacy anal-
ysis.
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This thesis is organised as follows. Chapter 2 surveys related work; Chapter 3 provides the
necessary background; Chapter 4 details our methodology; Chapter 5 presents the results of
our cross-device evaluation; Chapter 6 notes some threats to validity and Chapter 7 concludes
the thesis.

The next chapter reviews previous efforts to curb Android fragmentation and to recon-
struct application behaviour, while Chapter 3 supplies the technical foundations on which
those efforts rest—letting readers explore the theory after first seeing the problem and the
motivation for this thesis.
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Chapter 2

Related Work

Related work falls into two axes: (i) how fragmentation manifests and (ii) how researchers
rebuild high-level behaviour from low-level traces.

2.1 Impact of Android Fragmentation

Prior studies quantify how kernel-level fragmentation hampers tracing and malicious be-
haviour analysis. From early on the life of android project, the differences among devices
was an important topic. Notably, software engineers face challenges during development [23]
and during testing [24], to develop cross-device functionality. Moreover, Han et al. [16]
used Latent Dirichlet Allocation (LDA) to compare bug topics extracted from Android bug
reports, focusing on devices from HTC and Motorola. Distinguishing between common and
vendor-specific topics highlighted the lack of portability in the Android ecosystem. They
found that even topics shared across vendors differed in their keywords, indicating that
devices from different manufacturers encountered different issues. For example, the HTC
calendar topic includes the terms “2.2,” “running,” and “reminder” (bugs affecting the Desire
running Android 2.2), whereas Motorola’s calendar topic features “droid,” “milestone,” and
“outlook” (issues on the Droid and Milestone lines). Wei et al. [25] distinguished 5 major
reasons for the fragmentation, with the platform API evolution and problematic hardware
driver implementation being the most significant.

Numerous studies have highlighted the impact of such fragmentation. For instance, Liu et
al. [7] analysed privacy leaks across different Android firmware variants, revealing substantial
behavioural inconsistencies. As expected, that situation creates security problems. Zhou et
al. [26] reported that the openness and fragmentation of android, has resulted in significant
security implications due to the customisation of devices. Nguyen-Vu et al. [27] highlights
that machine-learning approaches that build vectors by decompiling apps and extracting
components across different OS versions can inadvertently omit critical features needed for
accurate detection.
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2.2 Behavioural Reconstruction in Android

Numerous studies have aimed to reconstruct high-level Android behaviours from low-level
system information, employing various methodologies:

Dynamic Taint Tracking. Approaches such as DroidScope utilise taint analysis to ex-
tract detailed execution traces from both native and Dalvik instructions. It profiles activi-
ties at the API level and identifies information leakage across Java and native layers, using
a QEMU-based CPU emulator [16]. Another prominent system, TaintDroid, implements
granular variable tracking within the Dalvik VM interpreter, enabling real-time monitoring
of how third-party apps handle sensitive user data. TaintDroid tags data flows within the
VM and performs analysis to identify malicious or unintended data handling [28].

Syscalls and IPC-based Solutions. Dagger reconstructs Android application behaviours
by generating provenance graphs from system calls, Binder transactions, and process-level
details. It identifies behaviours by comparing these provenance graphs against a repository of
sensitive behaviour patterns, derived from comprehensive analysis of the Android framework
internals. Although Dagger avoids extensive VM instrumentation or kernel modifications,
it incurs a runtime overhead of approximately 63% [18]. In contrast, CopperDroid captures
system call events by intercepting CPU privilege-level transitions in an otherwise unmodified
Android environment running on a customised emulator. It translates Binder communica-
tions into human-readable representations of inter-process communication (IPC) [17].

Mapping Android APIs to Syscall Sequences. The approach by Nisi et al., which
inspired SliceDroid, initially involves generating a dataset correlating Android API calls with
their associated syscalls. Subsequently, it maps generic syscall sequences back to specific API
calls. To facilitate this, all public methods within the Android Open Source Project (AOSP)
framework are automatically instrumented at their entry and exit points [29].

The behavioural reconstruction workflows described above suffer from one or more of the
following limitations:

• They depend on the intermediate layers of the OS and their implementation details

• They have impact on the system, in terms of overhead

• They can’t be deployed in a real-world scenario easily, as they demand VM instrumen-
tation or kernel modifications

SliceDroid achieves to mitigate these obstacles but ,also, because it traces device accesses
directly in the kernel layer, overcomes existing shortcomings of Android 12’s visual privacy
indicators for camera and microphone used by non-system apps. Android 12 introduced
those indicators by inspecting relevant API calls and showing a status-bar icon for at least
five seconds [30], but they don’t cover system apps and can be bypassed by other app by e.g.
framework bugs [31]. By instrumenting at the kernel level, SliceDroid ensures comprehensive,
tamper-resistant monitoring of all device accesses.
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In short, while reconstruction techniques are increasingly sophisticated, they inherit the
portability (i.e. kernel modifications) and complexity headaches(i.e vm instrumentation)
just described. Chapter 3 therefore steps back to the architectural ground truth and the
tracing machinery on which most solutions (including SliceDroid) build.
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Chapter 3

Background

Chapter 3 provides the technical backdrop that underpins every experiment reported later:
first the Android kernel landscape, then the tracing primitives available, the obstacles they
face in the wild, and finally the SliceDroid baseline.

3.1 Android Architecture and Kernel Fragmentation

Android is built on top of the Linux kernel, with its system architecture comprising layers
that extend from the kernel space up to application-level components [2]. The platform
consists of the Linux kernel, hardware abstraction layer (HAL), native libraries, Android
Runtime (ART), and framework services [32]. While the core components are open-source
and standardised through the Android Open Source Project (AOSP), the platform has his-
torically suffered from significant fragmentation. Kamran and Nisar [33] state that android
fragmentation can be classified at kernel level, api level and hardware level. Kernel level
fragmentation is the main focus in the thesis.

Before the introduction of the Generic Kernel Image (GKI) initiative, Android device
manufacturers maintained heavily customised kernel versions with out-of-tree drivers and
proprietary modifications. Vendors could take the Android Common Kernel (ACK) and im-
plement extensive changes to suit their hardware needs, leading to significant fragmentation
across devices [22].

With the sources of fragmentation now mapped out, we turn to the tracing tools that
must operate across this diverse landscape.

3.2 Kernel-Tracing Mechanisms

Tracing in the linux kernel has more than 25 years of history. Many solutions have been
created either for desktop or android systems, offering distinct benefits. Thus, it makes sense
to overview the most well-known tools.

Firstly, in 2000 Yoghmour and Michel Dagenais developed the Linux Tracing Toolkit.
The toolkit consisted of a kernel patch to log the events, a kernel module to store them
in a buffer, a trace deamon and , lastly, a data decoder to present a human-readable for-
mat [34]. Other than logging and presenting the trace, it even offered plotting of the tracing
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results [35]. Its successor, Linux Tracing Toolkit Next Generation (LTTng), had the same
goals of minimal performance overhead and architecture independence [36]. Moreover, the
capability of tracing user space was offered, however, as in LTT, only privileged users can
use it and a single tracing source is available [37].

Another widely used tracing mechanism for kernel is ftrace. It was released in 9 October
2008 with kernel version 2.6.27, as a very simple function tracer and was added to the
/debugfs/tracing [38]. Later in the same year, on 25 December 2008, with kernel version
2.6.28 tracepoints were introduced [39], as an improvement over the existing static tracepoints
i.e. kernel markers [40]. Before 4.1, all ftrace tracing control files were within the debugfs
file system. In more recent versions, Ftrace uses the tracefs file system to hold the control
files [41]. The reason is that there were compaints about tracing being too dependent on the
debugfs, while many systems could not mount it due to security reasons [42]. Although ftrace
is commonly referred to as a function tracer, it is more accurately a framework encompassing
a variety of tracing utilities. It can use TRACE_EVENT for static instrumentation or Kprobes
to dynamically hook into various parts of the kernel. From early on it was used for low-level
tasks like measuring the duration of functions’ execution [43].

A tool with different uses cases than the previous two is Perf. Perf was initially used
an an interface for the performance counters subsystem in Linux and does sampling and
profiling [44]. It also supports tracepoints, kprobes, and uprobes [45]. It is suitable answer
practical questions such as cache-friendliness of the code [46].

SystemTap is one of the most well-known tracing tools that is not part of the Linux main-
line kernel. One of the main reasons is that, for kernel instrumentation, it needs installation
of the debugging symbols for the kernel currently running [47]. SystemTap scripts are the
foundation of each session and follow the same syntax and semantics as the C programming
language [48]. SystemTap then translates the script to C, loads the module, enables probes
and executes handles when needed [49]. In that sense, SystemTap is a system that facilitates
the creation of monitoring tools [50].

eBPF (extended Berkeley Packet Filter) started evolving significantly around 2014, when
it was integrated into the Linux kernel. It is widely used for observability, network security,
behavioral security etc. [51]. EBPF is currently the most trending and rapidly evolving
tracing technology in the Linux ecosystem, and for good reason. EBPF drastically improves
processing by being JIT compiled, making it run as efficiently as natively compiled kernel
code or as code loaded as a kernel module [52]. Furthermore, eBPF programs are verified
to not crash the kernel and can be used to modify or add functionality and use cases to
the kernel without having to restart or patch it [53]. Unless unprivileged eBPF is enabled,
any process that wants to load eBPF programs into the Linux kernel must either have root
privileges or possess the CAP_BPF capability. A more common approach to develop eBPF
scripts is to use a compiler suite like LLVM to compile pseudo-C code into eBPF bytecode.
Ebpf allows to change the behavior of the kernel without creating kernel modules. eBPF
programs are event-driven and execute when triggered by specific hook points in the kernel or
an application. These predefined hooks include function entry and exit, kernel tracepoints,
kprobes and more.

Many of the standard Linux tracing tools (like perf, eBPF, ftrace) can be used in Android
— especially on rooted or engineering/debug builds — but Android also includes its own
tracing tools and APIs tailored to mobile environments and app developers. Basically, they
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function as a wrapper over existing data sources and tracers. Perfetto has emerged as the de
facto framework for low-level tracing on Android devices since Android 10, replacing legacy
tools like systrace while offering enhanced cross-layer observability [54]. As a unified tracing
stack, it enables simultaneous analysis of both userspace processes and kernel-space events.
Userspace monitoring happens through Atrace hooks. Atrace injects trace points to native
and managed apps (userspace) and writes the output to the ftrace buffer (/sys/kernel/de-
bug/tracing/trace_marker) [55]. On the other side, perfetto’s close integration with ftrace,
allows it to offer kernel tracing capabilities. Moreover, it captures data from the filesystem
data sources i.e./proc/<pid>/status and tools like Heapprofd that tracks heap allocations
and deallocations of an Android process [56]. With v49.0 from January 7, 2025 Perfetto sup-
ports basic kprobes functionality with ftrace. This enhancement allows Perfetto to utilise
kprobes for kernel tracing, providing more granular insights into kernel function calls and
performance metrics [57]. Despite the recent addition, tracing frameworks for android come
with specific limitations. Specifically, according to the android documentation, ftrace offers
more functionality than can be directly enabled by systrace or atrace. Thus it is can offer ex-
tra capabilities e.g performance debugging [20]. Moreover, in the perfetto framework, ftrace
is used mainly for scheduling events, system calls and frequency scaling. However, only the
syscall number is recorded and the arguments are not stored to limit the trace size [58].
Ftrace can offer extensive capabilities for dynamic instrumentation and fine-grained kernel
analysis. As a consequence, low-level tools are more appropriate for behavioral reconstruc-
tion, security-focused research (e.g., permission misuse, system call anomalies), dynamic
kernel instrumentation, custom tracepoints, runtime inspection and syscall hooking.

All of the tracing systems described are based on some of the above tracing mechanisms:

Static kernel Tracepoints. Static instrumentation using predefined kernel hooks. Effi-
cient, stable among kernel versions and used from many tools.

Kprobes. Dynamic instrumentation of kernel functions at runtime. Used for tracing deep
internals. Kprobes are indeed powerful but have minimum safety checking and have almost
non-existent portability because they need kernel addresses and specific kernel symbols to
implement instrumentation [59]. Additionally, similarly to Kprobes, Kretprobes can be used
to access the return value of a function.

Fentry/Fexit. Fentry was introduced alongside BPF trampolines in Linux kernel ver-
sion 5.5. In modern kernels, fentry and fexit are the preferred mechanisms for tracing
function entry and exit. These probes can be attached to any kernel function that con-
tains a sufficient number of NOP (no-operation) instructions. When attached, a BPF
trampoline—architecture-specific, dynamically generated machine code—is created to in-
voke the corresponding eBPF program [60]. Equivalent code can be written inside a kprobe
or fentry type program [61]. These eBPF program types are more efficient than kprobes and
give access to the input parameters to the function, which kretprobe does not.

Perf events. Instruments "events", which serve as a unified interface to various kernel in-
strumentation sources—such as hardware performance counters, software-generated events
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and more[62]. There are also tracepoint events, implemented by the kernel ftrace infrastruc-
ture [63].

BPF Hooks. BPF hooks combine existing mechanisms like tracepoints with bpf-specific
attach points i.e. for network but with difference in speed and safety guarantees. BPF hooks
represent predefined attachment points within the Linux kernel where eBPF programs can
be safely executed. These hooks span a variety of subsystems, including network-layer hooks
such as XDP, device-level interfaces like HID-BPF, and mechanisms previously discussed,
including kprobes and perf events [64]. Central to the secure execution of eBPF programs is
the eBPF verifier, a core component of the BPF subsystem. The verifier statically analyzes
eBPF bytecode to ensure compliance with a strict set of safety constraints, such as prohibiting
arbitrary memory access and enforcing bounds checking [65]. While eBPF-based kprobes
and other hook types offer a safer and more portable alternative to traditional dynamic
instrumentation techniques, their functionality is inherently constrained by the verifier’s
safety model. Consequently, they may not fully replicate the flexibility offered by lower-level
mechanisms, but they provide a reliable and robust framework for dynamic instrumentation
in most practical scenarios.

Table 3.1: Portability of Linux and Android Tracing Tools

Tool Portability Justification
ftrace ★★★★★ Built into the kernel; no depen-

dencies; widely supported
perf ★★★★ Widely available; depends on

perf event support and hardware
counters

eBPF ★★★★ Requires kernel ≥ 4.9, BTF for
some features

SystemTap ★★ Needs debug symbols; less
portable across systems

LTTng ★★★ Requires kernel modules; works
best on debug builds

Perfetto ★★★★ Native to Android 10+; user/de-
bug build access varies

Systrace/atrace ★★★★ Default on Android; limited ker-
nel access on user builds

Even the richest tracing stacks stumble when faced with real-world device diversity; the
next section catalogues those stumbling blocks.

3.3 Portability Obstacles

Implementing kernel tracing tools across the Android ecosystem comes with portability chal-
lenges, due to device and kernel variations:
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Kernel Version Differences. Android devices run various Linux kernel versions, so the
availability and signatures of kernel functions differ. A kprobe-based tracer that works on
one version may break on another if the target function’s name or arguments change, or
if the function is removed. In practice, these internal changes require tracing tools to be
updated or adapted for each kernel version. A more stable alternative is the tracepoints of
the kernel, as they generally remain stable across kernel versions

OEM Customizations. Manufacturers frequently apply substantial customizations to
their device kernels, altering both their behavior and structure. Prior to the introduction of
Google’s Generic Kernel Image (GKI), as much as 50% of an Android kernel’s code could
consist of out-of-tree vendor-specific modifications. Despite GKI’s goal of unifying core
kernel implementations, significant vendor-specific kernel alterations persist, meaning that
tracing interfaces and function behaviors can vary substantially between devices. A tracing
methodology effective on a Pixel device may not be directly applicable to a Samsung or
OnePlus kernel due to differences like variations in the kernel’s symbols table.

For example, during instrumentation testing for the results presented in this thesis, a
particular complication arose on the OnePlus Nord CE4 device, involving kernel symbol
ambiguities. Specifically, the kernel symbol table (/proc/kallsyms) listed both strong (T)
and weak (w) symbols for critical kernel functions like vfs_write and vfs_read, the weak
symbols distinctly annotated with an ELF symbol-version namespace [oplus_chg], corre-
sponding to the device-specific kernel module oplus_chg. This dual entry resulted in the
kernel tracing facility (ftrace) kprobe resolver rejecting symbolic probes due to ambiguity, in-
dicating that the symbols were not unique. To resolve this, the exact memory addresses of the
strong symbol, explicitly obtained from /proc/kallsyms, had to be directly specified in the
kprobe definitions. Moreover, the $argN shorthand commonly utilised by higher-level tracing
tools such as perf or bpftrace was unsupported by the native ftrace kprobe parser, necessi-
tating direct specification of ARM64 argument registers (%x0, %x1, %x2, etc.). Through this
explicit disambiguation, accurate and reliable kernel function tracing was achieved on the
OnePlus hardware. Conversely, tracing the same VFS functions using symbolic references
and the $arg shorthand posed no difficulties on devices such as the Nothing 2a, Pixel 9, and
Samsung A15.

SELinux Restrictions. Android’s security policies (SELinux) often restrict access to ker-
nel tracing facilities like ftrace or kprobes. Many production devices do not mount or expose
the debugfs tracing directory at all in normal (user) mode. In fact, devices launching with
Android 12+ must never mount debugfs on user builds [66]. Only in development (userde-
bug) builds or through privileged system components (e.g. the dumpstate tool) can debugfs
be accessed. Moving tracefs outside of debugfs allowed android devices to use it excessively,
as it-is or as a foundation for systrace and perfetto. Of course, in production builds still
some features are restricted but offer valuable insights. These SELinux-enforced restrictions
mean that even if the kernel supports tracing there are several limitation that should be
taken into consideration, For example, when running Perfetto, If the output file is not under
/data/misc/perfetto-traces, tracing will fail due to SELinux [67]. Build-time kernel config op-
tions for tracing vary across Android kernels. Some devices ship with certain tracing features
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disabled. Setenforce utility can be used to switch between enforcing and permissive mode.
To change to permissive mode, enter the setenforce 0 command [68]. For example, an
AOSP kernel for Pixel phones initially had kprobes and related ftrace events turned off in its
default config (missing CONFIG_KPROBE_EVENT, CONFIG_FTRACE_SYSCALLS,
etc.). If a kernel is built without a given tracer (or with it as a module that isn’t loaded),
tools depending on that feature simply won’t work on that device. Thus, one must account
for config flags like CONFIG_FTRACE or CONFIG_KPROBES potentially being unset
on certain Android kernels.

Stripped or Missing Kernel Symbols. Many Android kernels hide or omit kernel sym-
bol information, hindering tools that rely on those symbols. In particular, the kernel symbol
table (/proc/kallsyms) is often restricted: by default Android does not expose kernel symbol
addresses to userspace. For example, kptr_restrict is used for hiding kernel pointers from un-
privileged user [69]. (Instead, addresses may show as 0x00000000, etc., unless you have root
and disable the restriction.). To solve that, echo 0 > /proc/sys/kernel/kptr_restrict
can be used to disable the configuration. This is a security measure to make kernel exploits
harder, but it also means a tracer can’t easily lookup function addresses by name on a stock
device. Additionally, some kernels may be built without certain symbols at all (for example,
not including un-exported symbols) to further reduce what information is available. All of
this makes porting tracing tools tricky, as symbol resolution can fail on some devices.

Tracepoint Variability. The set of static tracepoints available in the kernel is not uniform
across Android kernels. Tracepoints are added and changed over time: a given event present
in a newer mainline kernel may not exist in older kernel versions used by some devices. For
instance, before 4.16, the tool tcplife used the TCP state tracepoint tcp:tcp_set_state [70].
In Linux 4.16+, that tracepoint was removed and replaced with sock:inet_sock_set_state,
breaking any tool that expected the old event[71]. Moreover, Android vendors can introduce
custom tracepoints via the “vendor hook” mechanism in the Android Common Kernel – es-
sentially adding their own tracing hooks in places like process exit or scheduler code [72]. As
a result, one device’s kernel might lack trace events that another device has and vice versa.
Tracing tools must be aware of these differences in available events and gracefully handle
cases where an expected tracepoint is absent or differently named.

Kernel Structure Layout Variability. Even when kernel functions or tracepoints re-
main available, the internal layout of kernel data structures (e.g., task_struct, sock,
sk_buff) can vary significantly between kernel versions and vendor builds. These layout
differences include field reordering, size changes, or even field removal. Tracing tools that
read structure fields using hardcoded offsets or rely on outdated header definitions (e.g.
BCC need kernel headers of host machine) may misinterpret memory or crash. This issue is
especially problematic when using low-level techniques like bpf_probe_read(). For exam-
ple, in commit 2f064a5 of the v6.15-rc1 linux kernel, task_struct::state was renamed to
task_struct::__state [73]. As a result, libbpf-tools and bcc-tools broke [74].

Modern tools based on BPF CO-RE (Compile Once, Run Everywhere) solve this by build-
ing in a single binary, bringing together the BTF type information, libbpf and the compiler.
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BTF, BPF Type Format, is a metadata format designed for debug information related to
BPF programs [75]. Libbpf relies on BTF information provided by the running kernel, which
exposes this data through /sys/kernel/btf/vmlinux. This file contains metadata describing
all kernel types and structure layouts[76].

Understanding these obstacles clarifies why SliceDroid makes the design choices it does,
using just a handful of kernel hooks. § 3.4 summarises that design as the springboard for
our own extensions.

The mechanism that we will cover in the rest of the thesis, SliceDroid, is a methodology
that maps low-level kernel behavior to a higher-level (userspace) activity, e.g. access to audio
or camera. To achieve that, it uses the ftrace virtual filesystem and specifically kprobes and
tracepoints to monitor kernel activity. Then, it matches the file identifier (r_dev) of devices
node to the r_devs returned from the trace file, to identify the usage of a functionality like
nfc.

3.4 SliceDroid as a Baseline for Portable Behavioural Re-
construction

This chapter summarises the original SliceDroid design highlighting the assumptions,
tracing stack and IPC-slicing algorithms on which my own work builds. No new contribution
is introduced here. First, we need to define how SliceDroid works. Is is based on two
assumptions, as:

• Interactions with hardware drivers happen through the linux virtual filesystem (vfs),
with vfs kernel functions like vfs_write, vfs_read and vfs_ioctl.

• The information among Android Layers flows by Inter-Process communication, e.g.
binder.

SliceDroid reconstructs inter-process communication using two PID-based slicing algo-
rithms: a forward IPC slice and a backward IPC slice. The forward slice starts with a
known source process and scans the trace sequentially. When it encounters an IPC event
from a tracked PID, it adds the destination PID to a set and includes subsequent write
events from those PIDs in the output. The backward slice processes the reversed trace,
starting from a target process. It tracks read events and IPC senders that interact with
already-known PIDs, gradually expanding the set. This method infers communication flow
through PID relationships, providing a scalable and low-overhead solution for tracing An-
droid’s process-level interactions.

To monitor I/O events in Android, modern tracing features of the Linux kernel can be
used that allow on-demand instrumentation of Linux kernel functions and memory address
de-referencing. Consequently, it is possible to extract information from the structures of the
kernel.

Tracing the vfs functions allows to access the suitable kernel structures. For example, in
Unix-like kernels, vfs_ioctl is the VFS-layer entry point that dispatches device- or filesystem-
specific control command.
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1 long vfs_ioctl(struct file *filp ,
2 unsigned int cmd ,
3 unsigned long arg)

If we observe the struct file, we can see that it contains a pointer to a struct inode.

1 struct file {
2 union {
3 struct llist_node fu_llist;
4 struct rcu_head fu_rcuhead;
5 } f_u;
6 struct path f_path;
7 struct inode *f_inode; /* cached value */
8 const struct file_operations *f_op;

inode, in turn, has some very useful fields, i_rdev, i_ino. r_dev is a 32-bit value
that uniquely identifies a device node, containing the major and minor value, as defined
in /include/linux/kdev_t.h [77]. Moreover, inode (i_ino) distinquishes a file inside a
filesystem. Files in different filesystems can have the same inode. Thus, to uniquely identify
regular files, non-device nodes, the st_dev inside struct super_block *i_sb is needed.

1 struct inode {
2 umode_t i_mode;
3 unsigned short i_opflags;
4 kuid_t i_uid;
5 kgid_t i_gid;
6 unsigned int i_flags;
7 ...
8 unsigned long i_ino;
9 ...

10 struct super_block *i_sb;
11 ...
12 dev_t i_rdev;

The struct super_block includes s_dev 32-bit value, combining the major and minor
number. The major number selects which driver (or class of device) supplies the filesystem,
while the minor chooses the specific instance of that driver (or which partition). s_dev and
inode can uniquely identify a regular file (e.g. the sms database in the android context).

1 struct super_block {
2 struct list_head s_list;
3 dev_t s_dev;

Finally, i_mode provides information about the permissions of a file and kuid and kgid fields
refer to the owner and group of the file. That could be useful due to android sandboxing,
meaning that all files owned by given process will have the same kuid.

Other than vfs functions tracing, IPC through binders, unix stream and datagram sockets
are tracked.
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At a conceptual level, Android’s public APIs are self-documenting: the names of the
methods an app invokes already encode the high-level actions being performed (for example,
CameraManager.openCamera() clearly indicates camera use). By instrumenting the Android
Framework and running a suite of representative applications, we can trace every API call
down to its corresponding kernel activity. From these experiments a two-stage mapping
was built: first, translation of observed kernel events back into specific Android API calls
occurs; then each API call is associated with its semantic behavior (e.g., “use camera,” “start
audio recording,” etc.). In this way, simply by monitoring low-level events, the high-level
operations an application is executing can reliably be reconstructed.

To match specific behaviors like camera to the device node, Android’s Java source files
are parsed and two unique identifiers to each API function is assigned,one for entry and one
for return. Then a write system call is added to each entry and return that is captured by
vfs_write kprobe, using an argument equal to the API’s uniqueID. Having that unique id
and the r_dev, a device node is mapped with an API.

To sum up, the general idea is that the trace script with kprobes and tracepoints runs.
Then, the output is used as input for the IPC slicing algorithms and finally these activities
are mapped to specific android functionalities using a file that holds the devices r_dev.
Given the description of the existing system, my contribution, recorded in the next chapters
can be more clear.

The discussion above shows that SliceDroid provides the most readily generalisable
behavioural-reconstruction pipeline among existing approaches. The next chapter explains
how we extend this foundation to deliver plug-and-play behavioural profiling across devices.

18



Chapter 4

Methodology

4.1 Limitations of SliceDroid and Experimental Setup

The workflow for SliceDroid paper was tested on a Pixel9 device with Android 15 AOSP.
However, porting instrumentation to a new device still requires some non-trivial setup work
e.g. modifying a specific android framework version, compiling the modules changed and
deploying to the device.

It seems that it is worth investigating ways to make the previously described behavioral
profiling mechanism plug-and-play. So, to further analyze SliceDroid and extend it, my
colleagues and i obtained 3 android devices, and, specifically Nothing phone 2a, OnePlus
Nord CE4 Lite 5G, Samsung A15 and later Pixel9. The main selection criterion was the
ease of the rooting procedure.

My primary focus began with the Nothing Phone 2a, which runs Android 13 with kernel
version 5.15.104. Firstly, a meticulous rooting procedure was needed to enable the system-
level modifications required for SliceDroid. Specifically, i followed the instruction for the
specific android model found in xda-forum [78]. The process commenced with preparing the
device: enabling Developer Options and subsequently activating OEM Unlocking within the
system settings. This critical preliminary step allowed the device’s bootloader to be unlocked,
a prerequisite for flashing any custom or modified images. Unlocking the bootloader, while
essential for our research, inherently carries risks, including a factory reset of the device and
potential voiding of the manufacturer’s warranty.

Following this, the Magisk tool, a popular systemless rooting solution, was selected due
to its flexibility and broad community support, enabling modifications without directly al-
tering the /system partition. The specific boot image for the Nothing Phone 2a, namely
Pacman_U2.6-240828-1906 from the official Nothing OS firmware repository [79], was then
acquired. This init_boot image, which contains critical boot-time components, was subse-
quently patched using the Magisk application. This patching process modifies the init_boot
image to integrate Magisk’s root capabilities in a systemless manner, allowing for root access
and the installation of custom modules while maintaining system integrity.

With the bootloader unlocked, the device was rebooted into fastboot mode. The patched
init_boot image was then flashed onto the device using the fastboot command-line tool.
The command executed was fastboot flash init_boot patched_magisk.img, replacing
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the original boot image with our Magisk-enabled version. Interestingly, unlocking the boot-
loader deletes user data to ensure privacy [80]. After unlocking, all data on the device
is erased. Upon reboot, the successful installation of Magisk was verified by checking the
Magisk application, confirming root access and readiness for SliceDroid’s deployment.

4.2 Behavioral Reconstruction Portability Enhancement

The existing behavior-reconstruction workflow employed by SliceDroid is effective and intu-
itive; however, it has an inherent limitation. It must parse Android’s Java source files in
order to map low-level kernel events to high-level API calls. If that costly step could be
avoided, it would be far easier to make SliceDroid run on a new device with only minimal
setup. Because SliceDroid already relies on device nodes to detect high-level behavior, it is
worth investigating whether those nodes can be discovered directly from Linux file-system
entries such as /dev.

Regarding compatibility with devices other than Pixel, we preferred an approach that
avoids "touching" AOSP framework files, because those edits would require re-injecting code
into the Android framework for every single build, precisely the burden SliceDroid sought to
remove.

Instead, the idea is as follows:

• Device-node identifiers (r_dev) can be retrieved directly from the shell.

• The high-level functionality that many device nodes offer can often be inferred from
the owner, group or name of the file.

For example, on a Nothing 2a phone the command find /dev -printf ’%u\n’ sort |
uniq produces:

audio, audioserver, bluetooth, camera, gps, logd, media, mtp, nfc,
prng_seeder, radio, root, shell, statsd, system, uhid, wifi

The kernel’s uevent mechanism further enriches the device-node context by emitting a
small text file under directories such as /vendor/etc and /system/etc/ whenever a device
is registered or its state changes. That file contains ownership and permission information.
By parsing uevent files directly on the device, one can derive both vendor-specified defaults
and system-level overrides for owner (kuid) and group (kgid) assignments.

For each device node under /dev we recorded its name, owner, group and its raw device
identifier (r_dev). The identifiers were obtained via the stat command, which returns both
the major and minor device numbers. Specifically, using the -c flag to specify the format
of the output, we can retrieve the major and minor number of a device node by using the
%T:%t format sequence [81]. To represent each device or filesystem in a single 32-bit value
we used the Linux kernel’s MKDEV macro:

1 #define MINORBITS 20
2 #define MINORMASK ((1U << MINORBITS) - 1)
3 #define MAJOR(dev) (( unsigned int)((dev) >> MINORBITS))
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4 #define MINOR(dev) (( unsigned int)((dev) & MINORMASK))
5 #define MKDEV(ma,mi) (((ma) << MINORBITS) | (mi))

We then constructed a mapping of high-level behaviors to device nodes by matching each
node’s owner, group, or name to its corresponding functionality (camera, audio input, NFC,
Bluetooth, GNSS). The logic for each category is detailed below:

• NFC: Any node whose owner, group, or filename contains the substring “nfc” is clas-
sified as an NFC device node.

• GNSS: Nodes are identified as GNSS if “gnss” or “gps” appears in the owner, group,
or name.

• Bluetooth: Because Bluetooth device-node names are often non-descriptive, we re-
quire “bluetooth” to be present in either the owner or the group in order to classify the
node as Bluetooth-related.

• Audio Input: We first search for the substring “pcm” in the device-node name. We
then verify that the owner or group corresponds to the audio subsystem. PCM capture
nodes follow the pattern

/dev/snd/pcmC k Dn c,

where k is the card number and n is the ADMAIF channel number minus one [82].

• Camera: All video* nodes are associated with camera behavior, since they represent
“Video and metadata for capture/output devices,” as noted in the kernel documenta-
tion [83]. Additionally, there exist vendor-specific customizations such as lwis-* device
nodes, which are tailored to the Pixel camera HAL and hardware [84]. Detecting these
custom nodes requires either prior knowledge of the device internals or a configuration
file listing vendor-specific devices. For demonstration purposes, we include only the
Pixel’s LWIS nodes in our mapping.

The output is a JSON file whose keys are high-level behaviors and whose values are the
associated r_dev. As a first validation, /sys/kernel/tracing/tracing_on was manually
inspected to observe if using the camera actually lead to access in video* device nodes.
Similar procces was followed for the other nodes. The complementary mapping for regular
files and SQLite databases is discussed separately in Section 4.3.

Using this procedure, the creation of device-node mappings can be significantly stream-
lined. The most straightforward way to evaluate the effectiveness of the mechanism is
by comparing the generated mapping file with the reference mapping produced through
Android-Framework instrumentation, as presented in the original SliceDroid paper. Treat-
ing the paper’s mapping as ground truth, the script was implemented and iteratively refined
until it captured the relevant mappings on a Pixel 9 device. By using simple metrics such
as True Positives (high-level functionalities correctly mapped in both the paper and the
current implementation) and by analysing the causes of False Positives (cases where the
name of a device node appears in the current implementation but not in the API-derived
mapping), it becomes straightforward to identify both the strengths and limitations of the
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proposed approach. At this point, it is important to note that the names of the device
nodes are compares and not the r_dev because we cannot expect r_dev to be the same after
updates, reboots etc. Generally, we can consider the names of the nodes to be stable, unless
a significant driver update was introduced.

4.3 Databases and Network Monitoring

Tracing an application’s interactions with on-device databases – contacts, SMS, call logs and
calendar – reveals which sensitive records it handles locally. However, the network traffic a
process generates can be equally important for security and privacy profiling. To address
Research Question 2, this section unifies two evidence streams into a single, device-agnostic
pipeline: (i) a map of character/block devices and SQLite data stores, and (ii) kernel-level
probes that capture network activity.

4.3.1 Locating common SQLite databases

Database paths on most devices follow vendor-constrained templates For example:

/data/user*/com.android.providers.contacts/databases/contacts2.db

Therefore, a path-based search most of the time suffices to collect the st_dev and inode
values needed for later matching.

One open question is whether parts of those databases could be cached solely in RAM via
mmap. A review of Linux 5.15.104 (Nothing Phone 2a) showed that each struct inode points
to a struct address_space describing both the disk file and its page cache, so inode-based
matching remains valid [85].

To verify this in practice, we placed a kprobe on vm_mmap_pgoff. The probe showed
that only auxiliary WAL files (for example, contacts2.db-shm) are memory-mapped, while
the primary database file retains its original identifiers.

Find /dev nodes
(char & block)

stat -c %t:%T
extract hex maj:min

Pack → 32-bit dev_t
write rdevs.txt

For each DB file:
stat -c %d %i

Extract maj/min
pack → 32-bit dev_t

write regular_files.txt

Python post-process:
• Read both TXT files
• Filter by subsystem
• Emit cat2_dev.json

Figure 4.1: Workflow: device and file metadata extraction converging into a JSON mapping.
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4.3.2 Network-level instrumentation

Building on the resource map, we extend the tracer with network-centric probes so that local
resource accesses and external communications appear in a single event stream. Table 4.1
summarises the instrumented kernel functions and the rationale for each hook.

Kernel Function Reason for Instrumentation
tcp_sendmsg Logs data transmission over TCP, enabling tracking of

sent payload size and destination.
tcp_recvmsg Captures incoming TCP traffic, useful for measuring re-

ceived data and connection responsiveness.
udp_sendmsg Records UDP packet sends, important for analyzing

stateless communications and their payload sizes.
udp_recvmsg Tracks receipt of UDP packets, useful for profiling ser-

vices using datagram protocols.

Table 4.1: Instrumented Kernel Functions for Network Activity Tracing

All captured events – device-node accesses, regular-file accesses and network operations
– feed the same behavior-reconstruction layer, yielding a unified, timestamp-ordered trace
that can be visualised in SliceDroid dashboard.

4.3.3 Demonstration APK and preliminary findings

As a proof-of-concept evaluation of Research Question 2, we developed an APK that the
user can choose to open the events of calendar or sent an http request. When the APK runs,
the tracing pipeline records both the database accesses and any network activity generated
by the same process, letting the resulting events be explored in the SliceDroid user interface.
A simple post-processing script then aggregates per-process traffic volumes (TCP versus
UDP) and visualises the results, illustrating the utility of the unified pipeline and laying the
groundwork for more sophisticated comparative analyses.
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Chapter 5

Results

5.1 Device Nodes Mapping Results

As noted in Chapter 4.2, the effectiveness of our portability-oriented mapping mechanism
can be quantified by comparing its output to the ground-truth device-node map published in
the original SliceDroid study. Viewing the comparison as a binary classification task—each
device node is either correctly mapped (positive) or not (negative)—yields the confusion-
matrix terms:

• TP (true positives): device-node entries present in both the ground-truth map and
our generated map.

• FP (false positives): entries produced by our implementation but absent from the
ground truth.

• FN (false negatives): ground-truth entries that our script failed to capture.

• TN (true negatives): entries correctly omitted because they do not correspond to any
high-level behaviour in SliceDroid. True negatives are not significant for our method.

From these counts we derive three standard metrics that succinctly summarise perfor-
mance:

Recall measures coverage—how many of the relevant special files did we capture?

Recall =
TP

TP + FN

Precision measures exactness—of all the files we mapped, how many were actually correct?

Precision =
TP

TP + FP
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False Negative Rate (FNR) indicates missed coverage—how many relevant special files
were overlooked by our method?

FalseNegativeRate =
FN

TP + FN

A high FNR suggests significant gaps in capturing relevant entries.

False Discovery Rate (FDR) measures incorrect mapping—among files identified by
our method, how many were incorrectly included?

FalseDiscoveryRate =
FP

TP + FP

A high FDR indicates that many identified entries do not correspond to actual special
files relevant to SliceDroid.

High recall and low FNR indicate thorough coverage of the ground-truth entries. High
precision and low FDR imply the method accurately identifies correct mappings while min-
imizing incorrect inclusions.

Upon evaluation, 28 True Positives, 31 False Positives and 0 False Negatives were found.
That means that the method found all the significant nodes within our Pixel 9 ground truth
set but includes more than double the original number of nodes. Thus, the results were the
following:

Recall =
28

28
= 1

Precision =
28

28 + 31
= 0.47

FalseNegativeRate =
0

28 + 0
= 0

FalseDiscoveryRate =
31

31 + 28
= 0.53

Clearly, both the False Discovery Rate (FDR) and Precision remain non-satisfying, ap-
proximately 50%, indicating that our approach struggles with false positives and includes
many device nodes absent from the ground truth. Distinguishing relevant from irrelevant
nodes for each high-level behavior, however, is non-trivial.

During testing on a Pixel 9 device, we discovered several nodes used by core phone
activities that the ground truth had omitted:

• pcmC0D17c, which captures the speaker’s voice during a video call (e.g., via Meta’s
Messenger).

• acd-chre_bt_offload_data_tx, responsible for toggling Bluetooth on and off.

• gnss_boot, used to obtain the initial location fix when launching map services.
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These examples likely do not exhaust all relevant cases; additional unlisted nodes may
exhibit meaningful functionality. Consequently, our ground truth enumeration is not com-
prehensive. Were we to compare against an oracle with perfect behavior-to-node mappings,
we would likely observe a lower FDR and higher Precision—and might even uncover Recall
limitations of our method. Possible implications of the ground-truth generation algorithm,
as well as our approach, are discussed in the Threats to Validity section.

5.2 Regular file access and network traffic integration Re-
sults

To evaluate regular-file accesses and network-traffic monitoring (RQ2), we developed a
demonstration APK with the following capabilities, presented in 5.1.

Functionality Required permission Android API / constant
View calendar events android.permission.READ_CALENDAR android.provider.CalendarContract
HTTP GET request android.permission.INTERNET java.net.HttpURLConnection

Table 5.1: Capabilities exercised by the demo APK

With the APK installed, the user can select any of these actions to exercise and validate
the tracing pipeline. Figure 5.1 shows the application’s main menu:

Figure 5.1: Demo APK main menu for selecting functionality

If we use the tracing script while using the apk and choose to see the calendar events, we
can then observe the regular file access from the UI dashboard.

If we run the tracing script on the APK and enable “See calendar events,” SliceDroid’s
UI dashboard immediately shows the corresponding file accesses (see Figure 5.2b). This
demonstrates that even a process with elevated permissions—which might otherwise bypass
Android framework restrictions—can be detected, allowing us to enumerate all accesses
to the Calendar, SMS, and Call Log databases. By monitoring device-node operations at
the virtual file system level, our low-level approach reliably captures every file interaction.
Figure 5.2 presents an Android calendar access side by side with its dashboard trace.
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(a) Calendar access from demo Apk

(b) Dashboard

Figure 5.2: Comparison of the calendar-view pop-up and the dashboard screen.

For completeness, we also perform a dummy HTTP request from the APK to gather
protocol-usage statistics. Here, the app sends a request to https://httpbin.org; by filter-
ing on the app’s process ID, we capture the resulting network traffic with minimal modifi-
cations to our tracing infrastructure.

In the captured trace the APK ran under process ID 13124. After the dashboard filters
were applied (Figure 5.3), minimal outbound TCP traffic was recorded (negligible, < 10 kB)
while inbound TCP traffic totalled 0.16 MB. For UDP, 0.09 MB were received and none were
transmitted. UDP traffic is attributed to the dns query that was needed to resolve the ip of
the server. Figure 5.4 shows that, beyond packet sizes, the dashboard also counts the number
of distinct network events. Asynchronous slicing was used, which allows threads spawned
by the target process to be traced as well. The kernel probes tcp_sendmsg, tcp_recvmsg,
udp_sendmsg, and udp_recvmsg were added to the slice configuration to capture these
events.
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Figure 5.3: First visualization of network traffic through the dashboard

Figure 5.4: Second visualization of network traffic through the dashboard

5.3 Overall contribution

Figure 5.5 presents an overview of SliceDroid. Components outlined in **red** mark my
individual contribution within this project.

The principal tasks I completed are summarised below:

• Extended tracing script. I added further kprobes and tracepoints and refactored
the script for modularity, moving each tracefs path into a dedicated configuration file
(e.g. events_to_filter.txt). These files appear inside the blue rectangle in Figure
5.5.

• Resource-resolution layer. For the resource resolution layer, i implemented a shell
script to discover device nodes and database files on the target Android device. This
logic is depicted in the upper-right area of the diagram.

• Host-side processing. On the host side, i developed a Python utility to map each
discovered device node to its corresponding high-level functionality. This processing
stage runs after the mobile-side instrumentation completes, enabling correct association
between low-level traces and system resources.

• Visualisation dashboard enhancements. The visualization dashboard was also
enhanced: i added trace-file preloading functionality and made minor user-interface
improvements to streamline the analysis workflow.
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Figure 5.5: SliceDroid architecture; elements outlined in red are my personal contributions.
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• End-to-end orchestrator. Finally, an orchestrator script was created to connect all
components end-to-end. After installing the SliceDroid app on the device, the user can
launch the entire pipeline and view the dashboard simply by running:

python run_slicedroid.py

This obviates manual steps such as pushing configuration files or pulling raw traces,
thus improving usability and reducing manual steps.

Collectively, these enhancements lower the setup overhead and move SliceDroid closer
to a plug-and-play behavioural-profiling tool for Android devices. The resulting platform
performs dynamic analysis and reports the low-level activity of a selected APK. In practice,
it helps users detect unusual behavioural patterns or simply understand how an executable
exercises system resources.

During evaluation, for example, the system revealed that Messenger repeatedly accesses
the contact list—behaviour that is legitimate given the permissions requested, yet still worth
surfacing. The same workflow can be applied to any other Android application, enabling
security analysts and developers to obtain quick, data-driven insights into an app’s runtime
behaviour without manual instrumentation.

Figure 5.6: Meta’s Messenger accessing the contacts database of Android (orange dot)
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Chapter 6

Threats to Validity

First, our answer to Research Question 1 is based on explaining the extra device nodes we
uncovered through manual trace inspection; we did not perform a formal validation step
(e.g., by instrumenting the relevant Android APIs). Second, we conducted the evaluation on
the same Pixel 9 handset used to build SliceDroid’s reference set, meaning we already knew
the “test” device nodes. That prior knowledge can bias the matching process—for example,
it may have prompted us to recognise lwis-* nodes simply because they appeared during
earlier trials. Consequently, the study should be viewed as an illustrative proof-of-concept
rather than an exhaustive assessment; the limited experimental scale reflects this intention.

Moreover, the discussed approach relies on kernel frameworks like v4l2 and the built-in
device manager of android, ueventd. The V4L2 drivers tend to be very complex and can
export multiple device nodes [86]. After manually inspecting the camera and trying all
the functionalities some device nodes could not be accessed (i.e video8-video11). So, the
probability of some False Positive nodes being unused by the system is considered. Next,
Android’s core defines the set of system users and groups—including nfc, camera, bluetooth,
gps, etc.—in the AOSP header which maps each name to a fixed UID/GID at build time [87].
At boot, the ueventd daemon reads from /vendor/etc/ueventd.rc and /system/etc/uevent.rc
and applies those predefined owners, groups, and permissions to each /dev/* node it creates.
So, a vendor miss-labeling or adding an unexpected label for owner or group could affect the
approach.

The approach inherits the limitations of SliceDroid about the construction of the ground
truth. SliceDroid uses an algorithm that matches device Nodes to API methods. For each de-
vice node, API methods that appear often in the same window as the device node but rarely
in a window without the device node were identified. Rarely and often are notated through
the algorithm’s hyperparameters α and β. These hyperparameters are set empirically, thus
meaning that some device nodes could be falsely included or not included. Moreover, regard-
ing the instrumented java APIs used, probably some packages regarding audio, camera etc.
were omitted, meaning that they were not provided as input for the match APIs to device
nodes algorithm.
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Chapter 7

Conclusion

This thesis systematically addressed the portability challenges associated with kernel-level
tracing in Android devices, with a specific focus on behavioral reconstruction using the
SliceDroid approach. The investigation highlighted significant issues arising from Android’s
fragmentation, vendor customizations, and restrictive kernel configurations that limit kernel-
level tracing tools such as ftrace and kprobes.

The empirical evaluation conducted across multiple Android devices, including Pixel
9, Nothing Phone 2a, OnePlus Nord CE4 Lite 5G, and Samsung A15, demonstrated the
feasibility of creating a device-agnostic tracing pipeline. The results showed that kernel-level
tracing is viable for capturing high-level behavioral data, but requires careful consideration
of device-specific nuances such as kernel symbol visibility and vendor-specific customizations.

Using SliceDroid as a baseline, this study introduced methods to streamline the identifica-
tion and mapping of device nodes to Android functionalities without modifying the Android
Framework itself. Additionally, an enhanced tracing mechanism was developed to include
regular files and database access tracing, complemented by integrated network monitoring,
providing a more holistic view of Android apps high-level behavior.
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Appendix

The following shell script is utilised for configuring and executing kernel-level tracing via
kprobes on Android devices:

1 #!/ system/bin/sh
2

3 CONFIG_DIR="/data/local/tmp/config_files"
4 TRACE_DIR="/sys/kernel/tracing"
5 TMP_DIR="/data/local/tmp"
6

7 rm -f $TMP_DIR/trace.trace
8 rm -f $TMP_DIR/trace.trace.gz
9

10 # Configure tracing options
11 echo 102400 > $TRACE_DIR/buffer_size_kb
12 echo record -tgid > $TRACE_DIR/trace_options
13

14 # Disable all events and clear old data
15 echo 0 > $TRACE_DIR/tracing_on
16 echo 0 > $TRACE_DIR/events/enable
17 echo > $TRACE_DIR/trace
18 echo > $TRACE_DIR/kprobe_events
19 echo > $TRACE_DIR/events/binder/filter
20

21 # Load basic kprobes
22 if [ -f "$CONFIG_DIR/kprobes.txt" ]; then
23 while read -r probe; do
24 echo "$probe" >> $TRACE_DIR/kprobe_events
25 done < "$CONFIG_DIR/kprobes.txt"
26 fi
27

28 # Load conditional kprobes by device tag
29 device_tag="generic"
30 if [ "$(getprop ro.product.brand)" = "google" ]; then
31 device_tag="pixel"
32 fi
33

34 if [ -f "$CONFIG_DIR/kprobes_conditional.txt" ]; then
35 while IFS=’->’ read -r tag probe; do
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36 [ "$tag" = "$device_tag" ] && echo "$probe" >> $TRACE_DIR/
kprobe_events

37 done < "$CONFIG_DIR/kprobes_conditional.txt"
38 fi
39

40 # Collect PIDs
41 all_pids=""
42 if [ -f "$CONFIG_DIR/pid_targets.txt" ]; then
43 while IFS=’,’ read -r mode name; do
44 if [ "$mode" = "-x" ]; then
45 pids=$(pgrep -x "$name")
46 else
47 pids=$(pgrep "$mode")
48 fi
49 all_pids="$all_pids $pids"
50 done < "$CONFIG_DIR/pid_targets.txt"
51 fi
52

53 # Create filter string
54 pid_string=""
55 for pid in $all_pids; do
56 [ -n "$pid_string" ] && pid_string="$pid_string && "
57 pid_string="${pid_string}common_pid != $pid"
58 done
59

60 # Apply event filters
61 if [ -f "$CONFIG_DIR/events_to_filter.txt" ]; then
62 while read -r event; do
63 if [ -d "$TRACE_DIR/$event" ] && [ -w "$TRACE_DIR/$event/

filter" ]; then
64 echo "($pid_string)" > $TRACE_DIR/$event/filter 2>/dev/

null
65 fi
66 done < "$CONFIG_DIR/events_to_filter.txt"
67 fi
68

69 # Enable selected events
70 if [ -f "$CONFIG_DIR/events_to_enable.txt" ]; then
71 while read -r event; do
72 if [ -d "$TRACE_DIR/$event" ] && [ -w "$TRACE_DIR/$event/

enable" ]; then
73 echo 1 > "$TRACE_DIR/$event/enable" 2>/dev/null
74 fi
75 done < "$CONFIG_DIR/events_to_enable.txt"
76 fi
77

78 # Enable vendor -specific events
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79 if [ -f "$CONFIG_DIR/events_to_enable_conditional.txt" ]; then
80 while IFS=’->’ read -r tag event; do
81 if [ "$tag" = "$device_tag" ] && [ -d "$TRACE_DIR/$event" ]

&& [ -w "$TRACE_DIR/$event/enable" ]; then
82 echo 1 > "$TRACE_DIR/$event/enable" 2>/dev/null
83 fi
84 done < "$CONFIG_DIR/events_to_enable_conditional.txt"
85 fi
86

87 # IMPORTANT: Enable tracing AFTER all configuration is done
88 echo 1 > $TRACE_DIR/tracing_on
89 echo "Tracing enabled. Starting data collection ..."
90

91 # Start trace_pipe background read
92 cat $TRACE_DIR/trace_pipe > $TMP_DIR/trace.trace &
93 waitpid=$!
94

95 echo "Trace collection active. Press ENTER to stop ..."
96

97 # Wait for user to stop
98 read STOP
99

100 echo "Stopping trace collection ..."
101

102 # Stop tracing
103 echo 0 > $TRACE_DIR/tracing_on
104

105 # Background sleep for timeout
106 sleep 10 &
107 timeout_pid=$!
108

109 # Wait for either process to finish
110 wait -n $waitpid $timeout_pid 2>/dev/null
111

112 if kill -0 $waitpid 2>/dev/null; then
113 echo "Timeout expired. Killing trace_pipe (pid $waitpid)."
114 kill $waitpid
115 else
116 echo "Trace collection completed before timeout."
117 fi
118

119 # Show output trace file
120 echo "Trace file info:"
121 ls -alh $TMP_DIR/trace.trace
122

123 # Gzip the trace
124 echo "Starting gzip compression ..."
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125 gzip -f $TMP_DIR/trace.trace
126 echo "Compression completed."
127

128 # Show gzipped file
129 echo "Final compressed trace file:"
130 ls -alh $TMP_DIR/trace.trace.gz

Listing 1: Kernel-level tracing script

Script for r_dev and st_dev,inode.

1 #!/bin/sh
2

3 # Constants from <linux/kdev_t.h>
4 MINORBITS =20
5 MINORMASK=$(( (1 << MINORBITS) - 1 ))
6

7

8 OUT_DEV="/data/local/tmp/rdevs.txt"
9 OUT_FILES="/data/local/tmp/regular_files.txt"

10

11 # Initialize output files
12 : >"$OUT_DEV"
13 : >"$OUT_FILES"
14

15 # Process all character/block devices under /dev
16 find /dev -mindepth 1 \( -type c -o -type b \) -print0 |
17 while IFS= read -r -d ’’ path; do
18 name=${path#/dev/}
19

20 # get original hex major:minor
21 hex=$(stat -c ’%t:%T’ "$path")
22 owner=$(stat -c ’%U’ "$path")
23 group_owner=$(stat -c ’%G’ "$path")
24 maj_hex=${hex %%:*}
25 min_hex=${hex##*:}
26

27 maj=$((0 x$maj_hex))
28 mino=$((0 x$min_hex))
29

30 rdev32=$(( (maj << MINORBITS) | (mino & MINORMASK) ))
31 printf ’%s %d %s %s\n’ "$name" "$rdev32" "$owner" "$group_owner"
32 done |
33 sort > "$OUT_DEV"
34

35 # Select database paths depending on manufacturer
36 manufacturer=$(getprop ro.product.manufacturer)
37 if [ "$manufacturer" = "Samsung" ]; then
38 db_paths =(
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39 "/data/data/com.samsung.android.providers.contacts/databases/
contacts2.db"

40 "/data/data/com.samsung.android.providers.telephony/databases
/mmssms.db"

41 "/data/data/com.samsung.android.providers.calendar/databases/
calendar.db"

42 "/data/data/com.samsung.android.providers.contacts/databases/
calllog.db"

43 )
44 else
45 db_paths =(
46 "/data/data/com.android.providers.contacts/databases/

contacts2.db"
47 "/data/data/com.android.providers.telephony/databases/mmssms.

db"
48 "/data/data/com.android.providers.calendar/databases/calendar

.db"
49 "/data/data/com.android.providers.contacts/databases/calllog.

db"
50 )
51 fi
52

53 for file in "${db_paths[@]}"; do
54

55 # 1) get inode
56 ino=$(stat -c ’%i’ "$file")
57

58 # 2) get full major:minor in hex , use %d:%D because
59 #they are not character/block device special files
60 hex=$(stat -c ’%d:%D’ "$file")
61

62 # 3) split into hex -major and hex -minor
63 maj_hex=${hex %%:*}
64 min_hex=${hex##*:}
65 maj=$((0 x$maj_hex))
66 mino=$((0 x$min_hex))
67

68 # 4) pack into 32-bit dev_t
69 dev32=$(( (maj << MINORBITS) | (mino & MINORMASK) ))
70

71 # 5) emit file , dev32 , inode
72 printf ’%s %d %s\n’ "$file" "$dev32" "$ino"
73

74 done |
75 sort >"$OUT_FILES"
76

77 echo "Wrote device mapping to $OUT_DEV"
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78 echo "Wrote file mapping to $OUT_FILES"

Listing 2: Find the r_dev of all devices nodes in /dev and st_dev-inode for regular files

1 from collections import defaultdict
2 import json
3 import os
4 import sys
5 # Path to the mappings directory where the JSON file will be saved
6 MAPPINGS_DIR = os.path.join("data", "mappings")
7

8 # Path to the data directory where the sh output files are located
9 DATA_DIR = os.path.join("data", "nodes_and_files_data")

10

11 #check if the directories exists , if not create them
12 if not os.path.exists(MAPPINGS_DIR):
13 os.makedirs(MAPPINGS_DIR)
14 if not os.path.exists(DATA_DIR):
15 os.makedirs(DATA_DIR)
16

17 output_txt = os.path.join(MAPPINGS_DIR , ’cat2devs.txt’)
18

19 # Use correct paths to the files
20 rdevs_path = os.path.join(DATA_DIR , ’rdevs.txt’)
21 regular_files_path = os.path.join(DATA_DIR , ’regular_files.txt’)
22

23 device_nodes = defaultdict(list)
24

25 # Uses r_dev to identify the device node
26 with open(rdevs_path , ’r’) as f:
27 lines = f.readlines ()
28

29 for line in lines:
30 if ’camera ’== line.split(’ ’)[2] or ’camera ’== line.split(’ ’)

[3]. removesuffix(’\n’):
31 device_nodes[’camera ’]. append(line.split(’ ’)[1])
32 if ’pcm’ in line and line.split(’ ’)[0]. endswith(’c’) and \
33 (’audio’== line.split(’ ’)[3]. removesuffix(’\n’) or ’audio’==

line.split(’ ’)[2]):
34 device_nodes[’audio_in ’]. append(line.split(’ ’)[1])
35 if ’nfc’== line.split(’ ’)[2] or ’nfc’== line.split(’ ’)[3].

removesuffix(’\n’):
36 device_nodes[’nfc’]. append(line.split(’ ’)[1])
37 if ’gps’== line.split(’ ’)[2] or ’gps’== line.split(’ ’)[3].

removesuffix(’\n’):
38 device_nodes[’gnss’]. append(line.split(’ ’)[1])
39 if ’bluetooth ’== line.split(’ ’)[2] or ’bluetooth ’== line.split(’

’)[3]. removesuffix(’\n’):
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40 device_nodes[’bluetooth ’]. append(line.split(’ ’)[1])
41

42 # Uses st_dev and i_node to identify the file
43 with open(regular_files_path , ’r’) as f:
44 lines = f.readlines ()
45

46 for line in lines:
47 if ’calllog ’ in line:
48 device_nodes[’callogger ’]. append(f"{line.split(’ ’)[1]} - {

line.split(’ ’)[2]}".replace(’\n’,’’))
49 if ’contacts ’ in line:
50 device_nodes[’contacts ’]. append(f"{line.split(’ ’)[1]} - {

line.split(’ ’)[2]}".replace(’\n’,’’))
51 if ’sms’ in line:
52 device_nodes[’sms’]. append(f"{line.split(’ ’)[1]} - {line.

split(’ ’)[2]}".replace(’\n’,’’))
53 if ’calendar ’ in line:
54 device_nodes[’calendar ’]. append(f"{line.split(’ ’)[1]} - {

line.split(’ ’)[2]}".replace(’\n’,’’))
55

56 # Save the output to the mappings directory
57 with open(output_txt , ’w’) as f:
58 f.write(json.dumps(device_nodes , indent =4))
59

60 print(f"TXT file created at: {output_txt}")

Listing 3: Map the device node to high-level android functionality

Below the comparison between the ground truth json and the generated json is provided:
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Thesis Approach Nodes

{
"bluetooth": {

"514850827": ["acd-chre_bt_offload_ctl"],
"514850861": ["acd-chre_bt_offload_data_rx"],
"514850860": ["acd-chre_bt_offload_data_tx"],
"213909586": ["ttySAC18"]

},
"camera": {

"260046860": ["dma_heap/video_system"],
"260046861": ["dma_heap/video_system-uncached"],
"510656512": ["gxp"],
"84934660": ["video10"],
"84934661": ["video11"],
"84934662": ["video12"],
"84934656": ["video6"],
"84934657": ["video7"],
"84934658": ["video8"],
"84934659": ["video9"],
"509607953": ["lwis-act-cornerfolk"],
"509607954": ["lwis-act-cornerfolk-dokkaebi"],
"509607955": ["lwis-act-cornerfolk-taotie-uw"],
"509607942": ["lwis-be-core"],
"509607959": ["lwis-dpm"],
"509607950": ["lwis-eeprom-djinn"],
"509607952": ["lwis-eeprom-smaug-dokkaebi"],
"509607951": ["lwis-eeprom-smaug-taotie-uw"],
"509607957": ["lwis-flash-lm3644"],
"509607938": ["lwis-gdc0"],
"509607939": ["lwis-gdc1"],
"509607941": ["lwis-gse"],
"509607944": ["lwis-gtnr-align"],
"509607943": ["lwis-gtnr-merge"],
"509607937": ["lwis-isp-fe"],
"509607945": ["lwis-lme"],
"509607940": ["lwis-mcsc"],
"509607956": ["lwis-ois-djinn"],
"509607947": ["lwis-sensor-boitata"],
"509607948": ["lwis-sensor-dokkaebi"],
"509607949": ["lwis-sensor-taotie-uw"],
"509607958": ["lwis-slc"],
"509607960": ["lwis-test"],
"509607936": ["lwis-top"],
"509607946": ["lwis-votf"]

},
"gnss": {

"521142293": ["gnss_boot"],
"521142294": ["gnss_dump"],
"10485880": ["gnss_ipc"],
"523239425": ["sscd_gnss"]

},
"audio_in": {

"121634827": ["pcmC0D10c"],
"121634828": ["pcmC0D11c"],
"121634829": ["pcmC0D12c"],
"121634830": ["pcmC0D13c"],
"121634832": ["pcmC0D15c"],
"121634834": ["pcmC0D17c"],
"121634837": ["pcmC0D20c"],
"121634838": ["pcmC0D21c"],
"121634839": ["pcmC0D22c"],
"121634843": ["pcmC0D26c"],
"121634844": ["pcmC0D27c"],
"121634851": ["pcmC0D32c"],
"121634853": ["pcmC0D54c"],
"121634825": ["pcmC0D8c"],
"121634826": ["pcmC0D9c"]

},
"nfc": {

"10485853": ["st21nfc"]
}

}

Ground-Truth Nodes

{
"camera": {

"508559371": ["lwis-sensor-boitata"],
"508559373": ["lwis-sensor-taotie-uw"],
"508559370": ["lwis-votf"],
"508559366": ["lwis-be-core"],
"508559361": ["lwis-isp-fe"],
"508559377": ["lwis-act-cornerfolk"],
"508559383": ["lwis-dpm"],
"508559362": ["lwis-gdc0"],
"508559380": ["lwis-ois-djinn"],
"508559381": ["lwis-flash-lm3644"],
"508559364": ["lwis-mcsc"],
"508559379": ["lwis-act-cornerfolk-taotie-uw"],
"508559360": ["lwis-top"],
"508559367": ["lwis-gtnr-merge"],
"508559368": ["lwis-gtnr-align"],
"508559382": ["lwis-slc"],
"508559372": ["lwis-sensor-dokkaebi"],
"508559378": ["lwis-act-cornerfolk-dokkaebi"],
"508559365": ["lwis-gse"],
"508559363": ["lwis-gdc1"],
"84934656": ["video6"],
"84934657": ["video7"],
"84934662": ["video12"]

},
"bluetooth": {

"213909586": ["ttySAC18"]
},
"nfc": {

"10485854": ["st21nfc"]
},
"audio_in": {

"121634825": ["pcmC0D8c"]
},
"gnss": {

"521142294": ["gnss_dump"],
"10485880": ["gnss_ipc"]

}
}
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